NETASQ . PORADNIK

# %$ & ' () !

% !

& *-&./0 1&2 % ) 3/
#A4*
156 1/ ) 3/ ) )
", 7 8#  3/9:9/3" *-&./0

. *-&./0 + ,
. [+ ) *&/01 2 5 %& 2

) I & )

= ) *&I05 %& 2

1 5 %& 2 I+
+)

(@ NETASQ REAL-TIME MONITOR B,
| /] Fie windows Appications 7

Alarms (10

Firewals % Refresh | [ 2 Show help Firewall:
Ry Dashboard Searchi | | Column; | <hny> | [ advanced | [tems: 2671267
Dats Sensible | Copy Friorty | Rule Adion  Interfacs | Frobocol Saurce Destination Destination port | Message o’
14:24:40 o 00 Mnor 0 @ block 074 hp GG_seruery Trwalid TCP packet for current conmection state (CLIER.
14:24:39 N 0§ Minar 0 3 pass http hp m.d.onet.pl Mulkiple slash in URL
142439 00 Mnor 0 @ block hitp hp wiadomosci.onet.pl Multimedia : Flashjshockwave content detected
Hosts 14:24:38 0§ Minor 0 @ block hitp hp reklama.d.onet.pl Multimeia : Flashjshockwave content dstected
S Lierfaces 14124137 No 00 Minor 0 @ block 8074 hp GG_sErwery Inwalid TCP packst for current conmection state (CLIER
1424132 0) Mnor 0 @ block hitp hp reklama. d.anet pl Multimedia : Flashjshockwave content detected
T 142432 30 Mnor 0 @ block hitp hp veKlama,d.anet ol Multimedia : Flashjshockwave content detected
L?_’J Qualky of Service 0§ Mnor O @ block 074 i [ — Trovalid TCP packet For current connection state (CLIEN
5 01 0 @ pass 1M ; Gadu-Gadu Messenger cent
3| Users ;
23 0 1M 1 Gad-Gadu Messenger clent
U.‘;U Dynamioaddréss 04 Mnar O B pass netbios-dam  hp 10.0.1.255 netbias-dgm Broadcast packet
14123534 20 Minar 0 @ pass nethios-dam ~ hp 10.0.1.255 nethios-dgm Broadeast packet
@ VRNl 14:23:17 No 0 Mnor O G pass netbios-dam  hp 10.0.4.255 netbios-dgm Broadcast packet
14:23:17 Na Z§ Minor 0 3 pass nethios-dam  hp 10.0.1.255 nethios-dgm Broadeast packet
Adtiverpdate 14:22138 No 00 Moo 0@ block 8074 hp GG_serwery 6074 Irvvalid TCP packst for current connection state (CLIER
1412235 No 00 Minor 0 @ block 8074 hp GG_serwery 8074 Invalid TCP packet far current connaction state (CLIER
E Services 14:22:14 Na 04 Minar 0 @ block 2074 he GG_serwery 074 Invalid TCP packet for current connection state (CLIER
indiare 14:21:52 00 Mnor O G pass http hp appmg.gadu-gadu.pl hitp 1M : Gad-Gadu Messenger clent
1421552 00 Mnor O G pas ttps he GG _serwery hitps 1M ; Gadu-Gadu Messenger chent (550
— I 14:21:52 20 Mnor O G opass hitp hp appmg.gadu-gadu.pl hitp 1M : Gad-Gadu Messenger clent
ﬁ‘_! Fitering palcy 14:21:31 No 04 Minar 0 @ block 2074 he GG_serwery 8074 Invalid TCP packet for current connection state (CLIER
1421128 N 0§ Minor 0 @ block 8074 hp GG_serwary 8074 Invalid TCP packet For current connaction state (CLIER
VENpokey: 14:28:07 No 00 Moo 0@ block 8074 hp GG_serwery 6074 Irvvalid TCP packsk for current connection state (CLIEN
: 14:20:46. 00 Minar 0 3 pass hitp hp ‘appmsg. gadu-gadu.pl http M : Gadu-Gadu Messenger client
Log spading 14:20:46 04 Minar 0 @ pass hitps he GG_serwery hitps M : Gadu-Gadu Messenger client (55L)
= 14:20:46 20 Minar 0 @ pass hitp hp ‘appmsg. gadu-gadu.pl http M : Gadu-Gadu Messenger client
i Traffic 14:20:38 No 04 Minar 0 @ block 2074 he agproxy-1.gadu-gadu.pl 8074 Invalid TCP packet for current connection state (CLIER
14:20:35 Na 0§ Minor 0 @ block 8074 hp gaprovy-1.gadu-gadu.pl 8074 Invalid TCP packet For current connaction state (CLIER
i E Filer 14:20:14 o 04 Minar 0 @ block 2074 he agproxy-1.gadu-gadu.pl 8074 Invalid TCP packet for current connection state (CLIER
= 14:20:11 00 Minar 0 @ pass hitp hp ‘appmsg. gadu-gadu.pl http M : Gadu-Gadu Messenger client
F Yon 14:20:11 2 0 Minar 0 @ pass hitp he 2ppmsg. gadu-gadu.pl hitp M : Gadu-Gadu Messenger client:
14:19:58 00 Minar 0 @ pass hitp hp ‘appmsg. gadu-gadu.pl http M : Gadu-Gadu Messenger client
5 E System 14:13:58 40 Mnor O G pass btk hp appmsg, gadurgadu.pl hitp 1M : Gadu-Gardu Messenger dlient
14:19:53 00 Minar 0 @ pass hitp hp ‘appmsg. gadu-gadu.pl http M : Gadu-Gadu Messenger client a3
< >

Fronats | 1] dams (0.0.0.1)

PORADNIK



NE TATSa

+ *&./0 1 2 1+

-%

Profile: Hame:

+ & H## o+ ( 2 #

Profile:

00: default [incoming traf s

00; default
01: default [¢
02 ag
03: Profile3

| 01: defa (outgaing e | defoul [outgoing haffic] | Pleset to defaul | Last morffication. 20100402 101243

>

1? 1'17@

é Alsuﬁtaleful 2l Alarms - Contextual signatures - Content filtering
A Cannections
5 Fraoments
Contest D | Action Reaction Message Level Mew
hitp:client header B pass  None AIM (ADL Messenger) - 1CQ O mino wew rot veified
hitp:client : B pass  Mone IM : Facebook IM / Chat [ [Pmino wew not veified
hitp:client header 105 ® pass  MNone 1M : Gadu-Gadu Messenger WebClient O [Zmino e ot veitied
hitp:ur decoded - Gadu-Gadu Messenger client [ [Zmin wew not veiied
- Gadu-Gadu Messenger " >
% Malware bitp:server header SN Messenger Server O Fzmino wew mot veiiied
SGL irjection hittp:client header 4 IM : MSN Messenger/Windows Live Messenger cli... [ [ minor  mew not verifisd
Vudnerabiily scanner hitp:clent £l IM : MSN Messenger: file transfer attempt O [wine  sew nol veiiied
: m;e'able FemeE: httpurt decoded 197 IM : TLEN Komunikator - Retrieval of Servers List ~ [] [ minor e not veifisd
Wb - Apglication hitp:urk decoded 177 B pass  Mone IM : Yahoo Messenger : direct client-to-client file tr.. [] [ minor  wew rot veified
‘e - Evasion attempt hitp:client header 106 & pass Mone IM : Yahoo Messenger WebClient [ [P winor e not veiitied
b Wb - Server hitp:client header 5 ® pass  Mone 1M : Yahoo Messenger client [ [Fmin wew not veitied
M55 - Crass she seiplt || i client header B B opass Mone IM : Yahoo Messenger file transfer - file download .. [] [ minor e not veiied
é g‘sﬂuaranune itpiclientheader &7 ® pass None IM : Yahoo Messenger file transfer - file upload att... [ [ minot  wew mot veiiizd
=1 Euchusion bitp:client:he ader 10 ) block  None Misc : HTTP-Tunnel.com Client O [rmino mew mot veiiied
= Bupass hittp:client header 12 &) block  Mane Misc : HotSpot Shield VPN Client [ Pminer wew ot veified
& Probe sslservercertiicate 3 9 block  Mone Misc : LogMeln Client Connection O Pwino wew ot veified
i) Plugin hitp:client:header a0 ) block  Mone Misc : TeamViewer Client Connection [ [Pmino wew not veified
hitp:server hearer 7 & pass  MNone Multimedia - DailyMotion VOD O [Zmino e ot veitied
hitp:serverheader bl &) block  Mone Multimedia : Flash/shockwave content detected [ [Pmino sew not veitied
hitp:client header 48 Bopass Mone Multimedia : GSPlaer: HTTP flow O [Prine e not veiiied
hitpiserver header 2 ® pass  None Multimedia : Google Yidea ¥OD O Fomino wew mot veiiied
bitp:client:he ader n # pass None Multimedia : HTTP tunnelled RTSP flow O [rmino mew mot veiiied
der 2 P pess None imedi detected [ b minor  wew not veiiied

2 &
. . | — Detault configuration +

ava content
(D Show help

25 Apols.. 1 Send ¥ Cancal

$ %NS &

PORADNIK

PORADNIK



NETASQ . PORADNIK

*
19 ) : $ %

Gadu-Gacu 2

i ) Etad potaczenia z senwerem, spribuj ponownie za chwile

Pook

PORADNIK



